From Gaza to Minneapolis: The Politics and Legality of Digital Witnessing
Abstract/Purpose:

The widespread adoption of smartphones has precipitated a new era of digital witnessing and
accountability. Beginning with the Russian invasion of Ukraine in 2022, civilians, journalists,
and novice researchers began developing methods using Open-Source Intelligence (OSINT) to
document potential war crimes and human rights violations, often advocating for greater
transparency from governments and international institutions. These efforts rely heavily on social
media posts, geolocation tools, satellite imagery, and digital archiving to preserve evidence that
may later be used in legal proceedings.

Since late 2023, an unprecedented volume of digital media has circulated online documenting the
genocide in Gaza, further expanding the role of social media as a platform for digital witnessing.
More recently, violent immigration enforcement operations in the United States, namely in
Minneapolis, Minnesota, have led to the killings of Keith Porter (in California), Renee Good, and
Alex Pretti, prompting local communities to increase efforts to document, post, and preserve
interactions with ICE and CBP officers as potential evidence. Across these contexts, digital
media has functioned as both an archive and a means of achieving accountability, raising
important questions about the politics, legality, and evidentiary status of digital witnessing. In
addition, the proliferation of synthetic media, particularly Al-generated content, has further
challenged the authenticity and validity of digital evidence, raising questions about verification
processes and increasing the burden on both investigators and prosecutors in their efforts to hold
institutions accountable.

Speaking with Open-Source Intelligence and legal experts, such as Dr. Alexa Koenig of the
Berkeley Protocol and Dr. Giancarlo Fiorella from Bellingcat, and surveying the shifting
landscape of digital media as evidence, our project seeks to examine the future of digital
witnessing and Open-Source Intelligence in the legal sphere and beyond.

Witnessing

e The ability to record, photograph, and share military actions worldwide has created a new
set of witnesses.

e Bearing witness to atrocities is important because, without documented or accepted
evidence, witnesses to humanitarian crimes allow these events to live on in communal
memory.

e The ease of reposting, altering, and deleting posts has impacted what and how something
is witnessed. Many people look to social media for others' commentary rather than
forming their own ideas about what they're seeing.



With the access of phones, every witness can become a journalist — this has led to the
emergence of OSINT as a vital method for tracking international events and holding
belligerent actors accountable.

What is Open-Source Intelligence (OSINT)?

OSINT is the process of collecting, analyzing, and producing intelligence from publicly
available sources. It comes in many forms, including cybersecurity monitoring,
military/geopolitical analysis, corporate intelligence, fraud detection, and journalism.

If you read or watch the news often, chances are you have seen an OSINT investigation
take place.

OSINT investigators take information and make analytical judgements based on long-
term patterns, satellite imagery, and background geopolitical conditions.

With the rise of social media, freely available satellite imagery, and online information,
the field of OSINT is only growing.

Digital Architecture

Models translate technical analysis into simpler storytelling for the layman. They can
integrate multiple evidence types — videos, photos, satellite images, and testimonies —
into one medium.

Models allow people to reconstruct their memories in a more tangible format to spread
their stories to a broader audience. As new evidence emerges, the model can be updated.
Models can highlight a sequence of events.

Digital reconstruction can test whether a claim is physically plausible: Could a projectile
travel the claimed path? Could a building collapse in the described way? Was there an
intent to reach for a weapon based on a person's body composition?

Models can remove the identities of people for their protection — but they can also
remove people and other important details altogether, stripping away an emotional and
moral dimension from the story.

There are certain levels of uncertainty that even models cannot capture during memory
reconstruction. The mechanisms to vet and verify the images and tools used in digital
models are not always clear.

Why Do We Archive War and Conflict?

According to speaker Dima Saber, co-lead of the Syrian Archive Digital Memory Project, there
are three reasons:



e Testimonial/Historical Value — We archive so that events are not forgotten or erased
from memory. It is about preserving what is now part of one's culture for all the
generations to come.

e Evidentiary Value — We archive so that we can gather evidence that might one day be
used in court to hold all relevant actors legally accountable. It is about justice.

e Creative Value — We archive so that we can face the past without being paralyzed by it.
Trauma can block you from being able to engage with painful memories at all, but you
can reclaim your memories by turning them into film, art, or stories. It is about engaging
with what happened and taking control of what once haunted you.

Was It Real and Does It Matter?

e Al the Liar's Dividend, and Authenticity — As generative Al makes it easy to create
highly realistic media, the line between real and fake blurs, enabling what political
scientists call the "Liar's Dividend," where real evidence can be undermined or dismissed
as Al This raises questions about what authenticity means and whether it still matters.

Example Events Studied

e How Images Influence Public Opinion of War — Vietnam War / "Napalm Girl"; Gaza
images of famine

e Debates About Visual Evidence — How the same video tells different stories:
Minneapolis 2023 (Renee Good, Alex Pretti); Chicago 2017 (Harith Augustus)

e Mass Generation of Synthetic Imagery — Venezuela, Iran protests (Dec.), US-Israel-Iran
war

e The Increasing Technical Inability to Debunk — The struggle of journalism outlets and
OSINT work
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